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	Research title:
	

	Research purposes / abstract:
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	Institute:
	Specify your study’s institute and faculty.

	Authors:
	

	Academic context:
	Denote whether this is a BA/MA thesis, Ph.D., etc.

	Externally contracted:
	



	Responsible party:
	Which organizations are being granted consent to process and store their data by participants? Rule of thumb: if our Privacy Office is the first point of contact for both you and participants in privacy matters, this should state ‘Leiden University’.

	(Co-)Principal ORCID URLs:
	Orchid code: https://...
	Ethics review number: 
	E.g.: ‘ECPW2021/332’.

	Research start date:
	Click to enter a start date.
	Research end date: 
	Click to enter an end date.

	Contact information:
	Add contact email addresses here. Specify who can be contacted for inquiries about the study.
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General instructionsQuestions are bolded:
Each question will be written in bold, so as to be noticeable.
How to answer:
You can answer questions where you see italicized text, checkboxes (☐), or lighter-colored text.
Round checkboxes
Round checkboxes () denote answers associated with GDPR-informed higher-risk outcomes.

The right side of the tables below contain related questions about your research. Please go through each group. Each set of questions will feature its own specific instruction. 

GDPR principlesPersonal data
All data that can be used to identify individuals.
Please keep in mind the following principles 
and definitions from the General Data Protection Regulation for the purposes of this DPIA.

Data minimization
Proportionality: use only the personal data that you need to in order to achieve your stated goals.

Subsidiarity: use the least invasive tools for your goal.
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1. [bookmark: _Toc86760054][bookmark: _Toc86760662][bookmark: _Toc86835737][bookmark: _Toc86830271][bookmark: _Toc87345296]Data processing 
This set of questions is related to the categories of data you will be processing. Categories are not mutually exclusive. Please do not skip these questions, even if you think that your data is pseudonymized or anonymized.
	#
	Question
	
	

	1
	Number of participants
	How many participants will take part in your study?
	Specify the approximate amount of participants in your study.

	2

	Participant categories
	What category or categories of participants will your study involve?

	
	
	☐ Students, tertiary education.
☐ Adults.
☐ Children over 16.
 Children under 16.
 Those who are under institutional care, infirm or otherwise impaired (health-vulnerable).
☐ The elderly.
	 Those (previously) incarcerated, under involuntary commitment or supervision (consent-precarious).
 Individuals or groups chosen on the basis of ethnic or racial background, political or religious background, or sexual preference, history and behavior.
 Other, please specify below ↓.

	
	
	
	Please specify other relevant participant categories here, if applicable.

	3
	Personally identifiable information (sensitive data)
	Will you be processing ‘Special Category’ personally identifiable data?

	
	
	 Biometrics (eye-tracking, heartbeat, brain imagery, etc.).
 Health data or medical history.
 Ethnic, racial or skin-color data.	
	 Political involvement, affiliation or preference.
 Labor/trade union membership.
 Sex life or orientation.
☐ None of the above.

	4
	Biometrics and health
	If you will be collecting biometrics or health data, what specifically do you intend to collect?

	
	
	Face and optical data
 Eye-tracking information or iris-scans.
 Facial data of any kind.
Biometrics
 Genetic data (both samples and coded data).
 Anatomical, bodily data (MRI, fingerprints, blood tests etc.).
 Neural/brain data (e.g. EEG, TMS, etc.).
 Audio voice recording.
	Physical health
 Physical health data or history of any kind.
 Diagnoses of physical ailments.
 Medication and drug use (including history of same).
Mental health
 Mental health information and diagnoses.
☐ Tests and scales, questionnaires (e.g., IQ, personality, etc.).
☐ None of the above.
 Other, please specify below ↓.

	
	
	
	Please specify other categories here that you suspect may be sensitive, if applicable.

	5
	Personally identifiable information (other)
	Will you be processing other information belonging to individuals?

	
	
	☐ Name and/or address.
☐ Age or year of birth.
☐ Place of birth.
☐ Contact information.
☐ Sex/gender.
 Social security number (e.g., BSN, SSN).
☐ Financial data (bank account #, payment data, etc.).
☐ Behavioral data.
	☐ Uniquely identifying numbers (e.g., student numbers).
☐ Nationality.
☐ Employment data (e.g., place of work).
☐ None of the above.
☐ Other, please specify below ↓.

	
	
	
	Please specify any other personal data you will be collecting here, if applicable.

	6
	Participant recruitment location
	How and where will you recruit participants?

	
	
	☐ Crowdsourcing platform (e.g., Prolific, Gorilla, Mechanical Turk).
☐ University (flyering, posters, etc.).
☐ Student recruitment system (e.g., SONA).
 Other webpage or platform.
	 Any physical method, outside, importing a degree of privacy risk.
☐ I will not be recruiting participants / none of the above.
☐ Other, please specify below ↓.

	
	
	
	If you have selected ‘Other’ anywhere, please specify here.

	7
	Data processing location
	Where will data gathering take place?

	
	
	☐ Lab, research space, or LUMC.
☐ School/educational institution.
☐ Online.
☐ Private place, like a home.
	 Public place, outside.
 Other, please specify below ↓.

	
	
	
	Please specify where data gathering will take place.

	8
	Secondary use
	Will you be re-using data already gathered, e.g., from previous studies?

	
	
	☐ No.
 Yes, please specify .[footnoteRef:2]  [2:  Important questions here are: from whom will you be receiving the data, what kind of data is it, and do you have any sort of agreement surrounding it?] 

	Please describe the properties of the secondary data. See footnote for hints.

	9
	Research methods
	Which research methods will you be using?

	
	
	Survey research
☐ Physical survey (leading to paper questionnaires).
☐ Survey with Gorilla, Pavlovia, etc.
☐ Survey with Qualtrics, Ethica, etc.
Interviews and observational research
☐ Interview of any kind.
 Visual or auditory observation.
☐ Digital or app-based observation.
	Experimental research
☐ Survey experimental research.
☐ Intervention research.
☐ Longitudinal research (randomized experiment).
Other research
☐ None of the above.
☐ Other, please specify below ↓.

	
	
	
	Please specify your other research methods here, if applicable.

	10
	Services used
	Will you make use of any of these services?

	
	
	☐ Student- or research assistants.
☐ Cloud storage provider (SURFdrive).
☐ Online survey provider (e.g., Qualtrics, Ethica).
	☐ Transcription service provider (e.g., Amberscript, uitgetypt.nl).
☐ Not applicable.
☐ I will make use of other, similar services (please specify below) ↓.

	
	
	
	If you have selected ‘other’ above, please specify here.

	11
	Research methods (high risk/impact)
	Do any of the following situations apply to your study or will you be using any of the methods described?

	
	
	‘Big data’ applications
 Combining, linking multiple datasets from different studies or sources. 
 Data-mining, web-crawling or large-scale analyses of public data.
 Applying artificial intelligence to data for purposes of analysis.
	Deception or misleading methods
 Covert or undercover research.
 Deception or misleading methods of any kind (towards participants).
Profiling of individuals and behavior[footnoteRef:3] [3:  Profiling is automated processing of data to analyze or to make predictions about individuals. If you categorize people in order to make discrete groups of them for the purposes of analysis, and this is done without any human oversight or (partially) automatically, then it is profiling. ] 

 Monitoring, surveillance or tracking of participants.
 Psychological or behavioral profiling of any kind.
 None of the above.

 Other types of profiling or automated decision-making processes of any kind, particularly when they affect third-parties (not participants).[footnoteRef:4] [4:  For instance, if the municipal council were to automatically reject requests from people who live in certain neighborhoods, based on that data point.] 


	12
	Research purposes and goals
	In the scope of the data you are collecting, what are your research goals? Specify the direct purpose for processing the personal data described above?  
	Please specify your research goals here. For what reasons do you think it is necessary to collect the data that you want to collect? What is the purpose of processing those specific data points?

	13
	Legal ground
	What are the legal ground(s) upon which you will process data?

	
	
	☐ Unambiguous, explicit and informed consent.
 Use of data made manifestly public by data subjects.
	 Processing for purposes of archiving, public or scientific interest.[footnoteRef:5] [5:  Often applicable for when informed consent is not, also for replication  Consult privacy officer.] 

☐ To comply with a legal obligation.
☐ Contract or the intent to enter into contract.


	Please check the following if applicable:

	14
	Informed consent
	If you are using consent as a legal ground for your processing, have you obtained consent from your participants for all your research goals?
	Please select the situation that best applies to you.

	
	
	
	Use this area to specify anything you’d like us to know in addition to the above selection.

	12
	Informing participants
	Does your informed consent letter (or other information letter) contain information about:
· the data you will be collecting; 
· your purpose for collecting that data; 
· the time you will hold onto the 	collected data;
· participants’ rights with regard to their 	data?[footnoteRef:6] [6:  Such as the ‘right to be forgotten’. Consult your privacy officer if you are unsure, or require a template.] 

	Check the boxes of the information you provide to participants. If you leave any boxes unchecked, please contact the privacy officer for further advice. 

☐ Categories of participants’ data you will be processing.
☐ Purposes and intentions for that processing.
☐ Retention period for the collected data.
☐ A summary of participants’ rights over their data.





2. Data input and output
The below table is meant to help us understand data movement: how does the data come into our possession and where does it go after that?
	#
	Question
	
	

	1
	Inputs and filetypes
	What kind of data is coming in, during or as a result of your study methods?

	
	
	 Audio/video recording or photography.[footnoteRef:7] [7:  Includes interviews; but also MS Teams, Kaltura, etc.] 

 Sensor or scan information (biometrics, location, brain imaging, etc.).
☐ Online questionnaires, surveys or transcripts.
☐ Documents of any kind.[footnoteRef:8] [8:  Includes information on BrightSpace and the like, but also handwritten notes and questionnaires.] 

	 Medical samples (bodily fluids etc.).	
☐ Physical objects.
 Other input or form of data, or none, please specify below ↓.

	
	
	
	If you have selected ‘Other’ above, please tell us more about the way you will be collecting or receiving data, e.g. the devices used.

	2
	Archiving and publication

	Where will you publish or archive your study data?

	
	
	☐ Leiden University.
☐ Dataverse.
☐ Discipline specific repository or archive.
☐ Funder's repository.
☐ Publisher's repository.
	☐ Unknown (TBD which data can be shared and where).
☐ Not applicable.
☐ Other, please specify below ↓.

	
	
	
	If you have selected ‘Other’ above, please specify here.

	3
	Collaborators
	Will any other parties be involved with the study?

	
	
	☐ No, we are doing this within LU’s institutes, or alone.
☐ Yes, we will be collaborating with other Universities.
	 Yes, another party, namely:

	
	
	
	If you have noted ‘another party’ above, please specify here.

	4
	Sharing data
	Will other parties have access to the data or results, that are not involved in the study?

	
	
	☐ No, other parties will not have access to the results.
☐ Yes, but only in the context of publication.
	 Yes, with the following parties:

	
	
	
	Please specify who you will be sharing data with here.

	5
	External parties
	Are any parties mentioned in the previous two questions, located outside of the EU/EEA?[footnoteRef:9] [9:  The European Economic Area. We need to know whether data will leave territory covered by the scope of the GDPR.] 


	
	
	☐ No other parties will have access to the results.
☐ No, all parties are located within the EU/EEA.
	 Yes, the following parties:

	
	
	
	Please specify which parties are located outside of the EU/EEA, or will transport the data outside of the EU/EEA.




3. Data collection and storage
The table below will ask you to describe the methods, tools, and platforms you will use for data processing during different phases of your research. 
	#
	Question
	
	

	1
	Storing during collection
	Where will you store the data during the collection phase?

	
	
	☐ Network drive.[footnoteRef:10] [10:  For instance the J-drive, and Workgroups or Researchdata folders.] 

☐ Personal network drive.[footnoteRef:11] [11:  For instance the P-drive.] 

☐ SURFDrive.
☐ ResearchDrive.
☐ Any device used for data analysis (LU-managed).
☐ OneDrive.
	☐ Physical documents kept in locked cabinet.
 External storage devices (USB, hard disks - must be encrypted).[footnoteRef:12]
 Other, please specify below ↓. [12:  We recommend BitLocker for encryption, and a password manager like KeePass.] 


	
	
	
	If you have selected ‘Other’ above, please explain here.

	2
	Storing during analysis

	Where will you store the data during the analysis phase?

	
	
	☐ Network drive.
☐ Personal network drive.
☐ SURFDrive.
☐ ResearchDrive.
☐ Any device used for data analysis (LU-managed).
☐ OneDrive.
	☐ Physical documents kept in locked cabinet at LU.
 External storage devices (USB, hard disks - must be encrypted).
 Other, please specify below ↓.

	
	
	
	If you have selected ‘Other’ above, please specify here.

	3
	Data retention policy
	How long will you store the personal data you have collected?
	Please select the relevant retention period for the processed data.

	
	
	
	If none of the above apply, please specify your policy here.

	4
	Data sets
	How many sets of data are you planning to store and maintain?[footnoteRef:13] [13:  You could have one set with contact information and another containing fMRI data. It would be wise to keep these separated, with different passwords.] 

	Please describe the number of sets and summarize what kind of data they will contain. Note: we do not mean copies.



4. [bookmark: _Toc87345299]Risk analysis and mitigations
If you have checked any high-risk options in the form above, your data processing may involve substantial risks. The following tables will help us bring to light risks involved in your intended data processing. Assume worst case scenarios: if all your data leaks, what kind of impact would that have for the participant’s privacy and/or livelihood? Please describe the situation below, and how you would mitigate it. 
You can return to the Table of Contents and update your Estimated Risk Level per section to grant us a clear overview of your study’s expected risks.
	#
	Risk
	Probability
	Impact

	1
	Please select or describe the risks that you envision.
	?
	?

	2
	Please select or describe the risks that you envision.
	?
	?

	3
	Please select or describe the risks that you envision.
	?
	?

	4
	Please select or describe the risks that you envision.
	?
	?

	5
	Please select or describe the risks that you envision.
	?
	?

	6
	Please select or describe the risks that you envision.
	?
	?



	#
	Mitigation

	1
	If you have described a risk, note how you will mitigate that risk

	2
	If you have described a risk, note how you will mitigate that risk

	3
	If you have described a risk, note how you will mitigate that risk

	4
	If you have described a risk, note how you will mitigate that risk.

	5
	If you have described a risk, note how you will mitigate that risk

	6
	If you have described a risk, note how you will mitigate that risk
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