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Dataprotocol Education and Child Studies 1.1 (version: February 2022) 

The Institute of Education and Child Studies places great importance on responsibly obtaining and 

handling data . As a result, all staff members of the Institute of Education and Child Studies will be 

required to obtain a positive assessment of : 

▪ the ethical aspects of their research; 

▪ the Data Management Plan; 

▪ the Data Privacy Impact Assessment (sometimes referred to as ‘Research Data Processing 

Inventory’). 

This expectation extends to all staff, including guest researchers and external PhDs. 

Definition of data  

For the definition of ‘data’, please consult the research data management regulations, and the 

guidelines for archiving. It can be difficult to classify what counts as data. As a rule of thumb, 

materials that are deemed necessary for independent verification or replication of research meet the 

criteria for data, and must be stored reliably.  

Data management plans 

Each new data collection requires a data management plan (DMP) to be completed and submitted to 

the datamanager (Mitch van Geel: mgeel@fsw.leidenuniv.nl). Please find the latest version of the 

DMP on the website of the Centre for Digital Scholarship (CDS). Every submitted DMP is checked by 

the datamanager for  compliance with university guidelines, FAIR guidelines, and privacy practices 

and regulations. In some cases, researchers may be directed to the privacy officer prior to obtaining a 

positive assessment for a DMP. 

Leiden University maintains a universal DMP format throughout its faculties. As such, some of its 

questions may be less applicable to your research. Please contact the datamanager if you are unsure 

about how to answer a certain question. All approved DMPs will be saved for a period of twenty 

years.  

If there are changes in your data collection or storage during the course of your research, please 

update your DMP and inform the datamanager accordingly. Be aware that rules and regulations 

regarding data management and privacy are subject to change. 

General Data Protection Regulation (AVG in Dutch) 

Data with no personally identifiable information is not subject to the GDPR. Please assume that you 

are working with personally identifiable information unless specifically told otherwise by the privacy 

officer. 

When processing personal data, you seek to comply with European data protection legislation 

(GDPR). Failure to comply may result in, among other things: distress for research participants, fines 

and reputational damage to Leiden University. The datamanager and the privacy officer can help you  

design your data collection procedures in such a way as to improve your respondents’ privacy .  

If you are processing personally identifiable information, it is required to submit a Data Protection 

Impact Assessment (DPIA) to the privacy officer (Armin Halilovic: privacy@FSW.leidenuniv.nl). Every 

submitted DPIA is checked by the privacy officer for compliance. Please do not start collecting 

personal data before the privacy officer’s approval of the DPIA. All approved DPIAs will be saved for a 

period of twenty years. 

https://www.organisatiegids.universiteitleiden.nl/reglementen/algemeen/regeling-datamanagement-univeriteit-leiden
https://www.organisatiegids.universiteitleiden.nl/binaries/content/assets/sociale-wetenschappen/psychologie/organisatiegids/guidelines-for-the-archiving-of-academic-research-for-faculties-of-bss-n.._.pdf
https://www.organisatiegids.universiteitleiden.nl/binaries/content/assets/sociale-wetenschappen/psychologie/organisatiegids/guidelines-for-the-archiving-of-academic-research-for-faculties-of-bss-n.._.pdf
mailto:mgeel@fsw.leidenuniv.nl
https://www.library.universiteitleiden.nl/researchers/data-management/rdm-checklist
https://www.library.universiteitleiden.nl/researchers/data-management/rdm-checklist
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Please find the latest version of the DPIA on the website of the University’s privacy office.   

Obtaining consent 

Please ensure that you obtain complete informed consent from your respondents. To store and 

share their data, you will need unambiguous and unconditional consent. Permission forms for this 

purpose can be found on the Ethics Review Board website. Please be aware that all participants must 

agree to participate, have their data stored, and have their data shared: you may not enroll 

participants who have disagreed with the storage or sharing of their data. When in doubt about 

consent in case of the use of secondary data, please consult the privacy officer. 

Remember that for collaborative projects it is important that partners agree beforehand on access to 

and sharing / publication of data.  When involving third parties in the processing of personal data, 

data use / processing agreements must be signed by the university. The privacy officer can help you 

to compose the agreement, sometimes in cooperation with LURIS. These agreements will be signed 

by the Faculty’s executive director. 

Archiving non-digital data 

Non-digital data can be stored in a locked filing cabinet during the study, and have to be clearly 

labeled and transported to the Education and Child Studies archives immediately after publication of 

the manuscript, or at the earliest possible opportunity. Do not forget to add the date to the box. The 

secretariat can help you with both label and transfer data to the archives. 

When working with bio-data that needs to be stored in the freezer, please contact Peter Bos 

(p.a.bos@fsw.leidenuniv.nl)  

Working with students 

Students often collect and work with data as part of their research. When working with students, 

please take into account the following guidelines: 

- make sure you have understood the privacy guidelines above, and that your students have too.  

- make sure to inform your students of the GDPR, and what to do in case of a data breach. 

- ensure that students sign the‘'zorgvuldige omgang met gegevens’ form from our Ethic Review 

Board (Ethiek Commissie Pedagogische Wetenschappen ECPW). 

- make sure to only share data with your students through SURFdrive, Onedrive, or a Workgroup on 

the J-drive. Please revoke the access of your students to SURFdrive and the J-drive after their theses 

are finished. 

- ensure that your students delete all data after completion of their projects. 

- ensure that data that you share with students has been sufficiently pseudonymized. Students may 

not need all data that you need for your research, so consider sharing a specific dataset with your 

students that is less privacy sensitive. 

If you collect data as part of a course, but do not intend a scientific publication with this data, please 

contact the datamanager. Though such data should be handled in accordance with privacy and FAIR 

guidelines, some guidelines in this document may not apply for data intended solely for educational 

purposes. 

 

https://www.medewerkers.universiteitleiden.nl/binaries/content/assets/ul2staff/ict/privacy/template-dpia-research.xlsx
https://www.universiteitleiden.nl/sociale-wetenschappen/pedagogische-wetenschappen/ethiek-commissie?_ga=2.164934909.393380223.1634022557-322606368.1631528714
mailto:p.a.bos@fsw.leidenuniv.nl
https://www.universiteitleiden.nl/sociale-wetenschappen/pedagogische-wetenschappen/ethiek-commissie
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FAIR Data 

As part of Leiden University guidelines, we manage data according to FAIR principles. Data should be 

Findable, Accessible, Interoperable, and Reusable.  Please find more information about FAIR here. 

To meet the FAIR guidelines, the Institute of Education and Child Studies takes the following steps: 

- After publishing a manuscript, you deliver a data package to the Institute's datamanager, 

who will upload the package in DataverseNL. Please deliver the data package within three 

months of study publication. 

- Data packages should comply with the guidelines for archiving in the Social sciences, which 

can be found here. 

Leiden University’s regulations stipulate that research data should be kept for at least ten years after 

publication of a manuscript. 

Sharing data with external parties 

To share data with other scientists, you need your respondents’ consent. Please ensure that you ask 

for consent to store and share data by using the Ethics Review Board's informed consent forms. 

The Institute of Education and Child Studies considers the decision to share data with others to lie 

with the Principal Investigator. Researchers are however expected to share data for purposes of 

verification and re-use. Before sharing data please ensure that the privacy of your respondents is 

protected, and do not share more data than needed for the intended purposes. 

There are other repositories than DataVerseNL. Posting your data in such repositories may contribute 

even more towards the FAIR goals of the institute. However, the privacy of your respondents has to 

be considered prior to submitting your data to any other repository than DataVerseNL, as not all 

repositories may adhere to GDPR regulations. Please contact the datamanager prior to uploading 

data in any other repository than DataVerseNL. 

If scientific misconduct is suspected, the Institute's scientific director can provide access to the data 

and appoint a committee to investigate those claims.  

Research that does not use human participants does not have to be approved by the Ethics review 

Board, and such research fall outside GDPR regulations. This is the case for example with a meta-

analysis or a simulation study. Please note however that data underlying these publications should 

be uploaded in DataVerseNL after publication of the manuscript. When in doubt about uploading 

data in DataVerseNL, please contact the datamanager. 

Additional requirements for the storage of research data within the Institute of Education and Child 

Studies can be found below in Addendum I (Dutch). 

Destruction of data 

In order to comply with GDPR regulations, data containing personally identifiable information has to 

be destroyed after a specified time. Leiden University’s guidelines stipulate that research data has to 

be conserved for a period of 10 years, or 15 years when your ethics proposal was approved by the 

METC (Medical Ethics Committee).  

The conservation period starts after the online publication of the last manuscript based on the data. 

If no publication comes out of the data, it must be destroyed 10 years after completion of data 

collection. You are allowed to save an anonymous copy of the data for longer than this period. Please 

https://www.library.universiteitleiden.nl/researchers/data-management/fair-data
https://dataverse.nl/
https://www.organisatiegids.universiteitleiden.nl/binaries/content/assets/sociale-wetenschappen/psychologie/organisatiegids/guidelines-for-the-archiving-of-academic-research-for-faculties-of-bss-n.._.pdf
https://www.universiteitleiden.nl/sociale-wetenschappen/pedagogische-wetenschappen/ethiek-commissie
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note that researchers do not always correctly judge whether data is anonymous or not. Please 

consult the privacy officer about the possibilities of saving a particular data set for more than 10 

years. Timely destruction of data is the responsibility of the principal investigator. Please regularly 

check: 

- Whether data is not saved in more locations than needed. After collaboration, data can 

usually be deleted from SURFdrive, to be stored exclusively on the J-Drive. 

- Whether there is data older than 10 or 15 years that needs to be destroyed. 

- That no more people than needed have access to the data. For example, students may need 

access to data during their work on the master thesis, but this access can be revoked after 

completion of the thesis. 

Please note that you are not allowed to permanently delete files or destroy physical data without 

consulting the datamanager. If you have data in multiple locations, you are free to destroy data in all 

locations as long as a version of the data is saved on the J-drive. Prior to destroying all versions of the 

data, please contact the datamanager. You may only destroy the data permanently after all 

permissions have been obtained. 

 When employment at the Institute of Education and Child Studies ends, it is mandatory for the 

employee leaving the University and the supervisor to have an exit meeting in which the ownership, 

responsibility, and destruction of data is decided. 

Data management training course 

All new PhDs in the Institute of Education and Child studies are required to complete a data 

management training. These trainings are  organized by the Centre for Digital Scholarship, in 

cooperation with the Institute of Psychology. Please contact the datamanager if you are interested in 

completing a training. PhDs will be expected to write a DMP during this training. PhDs must hand in a 

Data Management Plan prior to starting a study, and combining the data management training with 

the completion of the Data Management Plan is strongly encouraged. 

Senior staff is not obligated to complete a data management training, but it is highly recommended.  

Support 

If you need help or have any questions about the foregoing, feel free to consult the Institute's 

datamanager, the Faculty’s privacy officer, SOLO, or the University’s  Centre for Digital Scholarship. 

The datamanager can advise you about FAIR management of data, data storage and handling, 

destruction of data, and can review your DMP. (mgeel@fsw.leidenuniv.nl) 

The privacy officer can help you with questions regarding privacy and can review your Data Privacy 

Impact Assessment. (Armin Halilovic: privacy@fsw.leidenuniv.nl) 

SOLO can help you with technical solutions for your intended research. 

The University’s Centre for Digital Scholarship offers free data management training, and can help 

with DMPs for research funding. 

Please find the latest consent forms at the website of the Ethics Review Board. 

 

 

https://www.library.universiteitleiden.nl/researchers/data-management/fair-data
https://www.organisatiegids.universiteitleiden.nl/en/faculties-and-institutes/social-and-behavioural-sciences/faculty-board-and---office/faculty-office/solo
https://www.library.universiteitleiden.nl/researchers/data-management/fair-data
https://www.organisatiegids.universiteitleiden.nl/en/faculties-and-institutes/social-and-behavioural-sciences/faculty-board-and---office/faculty-office/solo
https://www.library.universiteitleiden.nl/about-us/centre-for-digital-scholarship
https://www.universiteitleiden.nl/sociale-wetenschappen/pedagogische-wetenschappen/ethiek-commissie?_ga=2.164934909.393380223.1634022557-322606368.1631528714
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Useful links 

Be sure to reflect on privacy and data protection when creating your Data Management Plan. Below 

you will find a number of useful links in order to help you with situations or needs that may arise in 

that process.  

Situation or need Link 

In case of a data leak, like a lost or 
stolen device or a wrongly sent e-mail, 
or reporting errors and suspicious 
activity. 

Working securely online and reporting breaches (Dutch) 
and suspicious activity. 

More information about the GDPR and 
working safely online, protecting data. 

GDPR: Dutch and English. 
Privacy information: Dutch and English. 

More information about working with 
(personal) mobile devices. 

Dutch and English. 

More information on how to work 
safely with Qualtrics. 

Dutch and English.  

The Research Support Portal English 

Tips about privacy Dutch and English 

Tips about passwords Dutch and English 

 

 

 

  

https://www.staff.universiteitleiden.nl/ict/privacy-and-data-protection/working-securely-online/reporting-incidents/social-and-behavioural-sciences/fsw-board-office?cf=social-and-behavioural-sciences&cd=fsw-board-office
https://www.medewerkers.universiteitleiden.nl/ict/informatiebeleid-en-privacy/veilig-digitaal-werken/incidenten-melden/sociale-wetenschappen/fsw-bestuur-bureau?cf=sociale-wetenschappen&cd=fsw-bestuur-bureau
https://www.medewerkers.universiteitleiden.nl/ict/informatiebeleid-en-privacy/persoonsgegevens-privacy-en-avg?cf=sociale-wetenschappen&cd=fsw-bestuur-bureau
https://www.staff.universiteitleiden.nl/ict/privacy-and-data-protection/general-data-protection-regulation-gdpr/general-data-protection-regulation-gdpr/social-and-behavioural-sciences/fsw-board-office?cf=social-and-behavioural-sciences&cd=fsw-board-office
https://www.medewerkers.universiteitleiden.nl/ict/informatiebeleid-en-privacy?cf=sociale-wetenschappen&cd=fsw-bestuur-bureau
https://www.staff.universiteitleiden.nl/ict/privacy-and-data-protection?cf=social-and-behavioural-sciences&cd=fsw-board-office
https://www.medewerkers.universiteitleiden.nl/ict/informatiebeleid-en-privacy/veilig-digitaal-werken/veilig-werken-met-mobiele-apparaten/sociale-wetenschappen/fsw-bestuur-bureau?cf=sociale-wetenschappen&cd=fsw-bestuur-bureau
https://www.staff.universiteitleiden.nl/ict/privacy-and-data-protection/working-securely-online/personal-mobile-devices/social-and-behavioural-sciences/fsw-board-office?cf=social-and-behavioural-sciences&cd=fsw-board-office
https://blogs.library.leiden.edu/qualtrics/persoonsgegevens-beschermen-in-qualtrics/
https://blogs.library.leiden.edu/qualtrics/en/protecting-personal-data-in-qualtrics/
https://www.researchsupport.universiteitleiden.nl/en
https://www.medewerkers.universiteitleiden.nl/ict/informatiebeleid-en-privacy?_ga=2.170522850.393380223.1634022557-322606368.1631528714&cf=sociale-wetenschappen&cd=pedagogische-wetenschappen
https://www.staff.universiteitleiden.nl/ict/privacy-and-data-protection?cf=social-and-behavioural-sciences&cd=education-and-child-studies
https://www.medewerkers.universiteitleiden.nl/ict/informatiebeleid-en-privacy/veilig-digitaal-werken/sterke-wachtwoorden/sociale-wetenschappen/pedagogische-wetenschappen?cf=sociale-wetenschappen&cd=pedagogische-wetenschappen
https://www.staff.universiteitleiden.nl/ict/privacy-and-data-protection/working-securely-online/strong-passwords/social-and-behavioural-sciences/education-and-child-studies?cf=social-and-behavioural-sciences&cd=education-and-child-studies


6 
 

ADDENDUM I: Additional requirements for the storage of data (Dutch) 

Observatie:  

Bij het live observeren (bijvoorbeeld in schoolklas, kinderdagverblijf) zijn de codeer- / 

observatieformulieren de ruwe data. Die dienen bewaard te worden. 

Interview:  

▪ Maak geen video-opname als audio voldoende is voor het doel van het onderzoek 
(dataminimalisatie). 

▪ Tip: Vraag bij online interviews vooraf bij SOLO welke veilige programma’s u kunt gebruiken 
waarbij er tijdens het interview wel beeld is, maar alleen het geluid wordt opgenomen.  

▪ Als er alleen audio-opnames zijn, dan dienen deze als ruwe data bewaard te worden, ook na 
eventuele transcriptie van het interview. 

▪ Als voor de dataverzameling video-opnames nodig zijn (bijvoorbeeld om non-verbale 
communicatie te scoren) dan dienen de video-opnames als ruwe data bewaard te worden.  

Focusgroep:  

▪ Ook hier geldt het principe van dataminimalisatie. Neem geen video op als audio voldoende is.  
▪ Als voor de dataverzameling video-opnames nodig zijn (bijvoorbeeld om non-verbale 

communicatie te scoren) dan dienen de video-opnames als ruwe data bewaard te worden.  
▪ Als de video-opname slechts nodig is voor het kunnen herleiden van wie wat heeft gezegd in de 

focusgroep of groepsgesprek, dan moet na codering en/of transcriptie, de video vernietigd 
worden. Bewaar dan alleen de audio. Vraag hierbij ondersteuning van SOLO (wellicht is het minst 
arbeidsintensief om zowel audio-opnames te maken en tegelijkertijd ook video-opnames 
(inclusief geluid) en dan na codering alleen de audio-opnames te bewaren.  

 

In alle gevallen moeten de participanten van te voren geïnformeerd worden welke data wordt 

bewaard, en hoe lang de data worden bewaard. 

  

https://www.organisatiegids.universiteitleiden.nl/faculteiten-en-instituten/sociale-wetenschappen/faculteitsbestuur/faculteitsbureau/solo
https://www.organisatiegids.universiteitleiden.nl/faculteiten-en-instituten/sociale-wetenschappen/faculteitsbestuur/faculteitsbureau/solo
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ADDENDUM I: Additional requirements for the storage of data (English) 

 

Observation: For live observation (for example a classroom or a daycare center) the coding forms 

count as raw data and should be preserved. 

 

Interview: 

- Do not make a video recording if audio suffices for your research purposes (data 

minimalization) 

- Please consult SOLO about software and hardware that you can use for your research. For 

example, SOLO can help you find solutions if you want to make use of video but record only 

audio. 

- If only audio was recorded than this should be saved as raw data (also after transcribing the 

interview). 

- If video recordings are necessary for your research purposes (for example because non-

verbal communication should be coded), the video recordings should be saved as raw data. 

 

Focus groups: 

- The principle of data minimalization also counts here. Do not make video recordings if audio 

recordings suffice for your research purposes. 

- If video recordings are necessary for your research purposes (for example because non-

verbal communication should be coded), the video recordings should be saved as raw data. 

- If video recordings are only needed to determine who said what during the focus group or 

group interview then the video recordings should be deleted after transcribing, and only the 

audio should be saved as raw data. Please consult SOLO about possible solutions, for 

example by making a video recording with audio, and additionally a separate audio 

recording. After transcribing, the separate audio recording can be saved and the video 

recording can be deleted. 

 

Please note that respondents have to be informed prior to the start of the study about which types 

of data will be stored, and for how long. 

  

https://www.organisatiegids.universiteitleiden.nl/faculteiten-en-instituten/sociale-wetenschappen/faculteitsbestuur/faculteitsbureau/solo
https://www.organisatiegids.universiteitleiden.nl/faculteiten-en-instituten/sociale-wetenschappen/faculteitsbestuur/faculteitsbureau/solo
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ADDENDUM II: Checklist Transfer of Data 

This form concerns the adequate transfer and destruction of data when an employee leaves the 

Institute of Education and Child studies at Leiden University. This concerns both research data and 

administrative data. In order to comply with the GDPR, it is important to comply with the points 

below. Please tick all boxes that apply, or explain below why compliance is not possible below 

With questions, please contact the datamanager. 

□ All research data was removed from all locations other than the J-Drive 

□ The intellectual property for all research data stored on the J-Drive belongs to Leiden 
University 

□ All research data older than 10 years have been destroyed following the correct protocols 

□ All the names of datafiles that have to be saved include a YYYYMMDD to indicate when the 
data can be destroyed 

□ A staff member has been appointed who is responsible for the data after employee leaves 
Leiden University 

□ Newly responsible employee has access to all data on the J-Drive 

□ Enough information is provided for all research data to allow identification, reuse, and 
destruction, for example with a readme and additional files. 

 

If any of the points above cannot be followed, please explain why below and contact the 

datamanager. 

……………………………………………………………………………………………………………………………………………………………

…………………………………………………………………………………………………………………………………………………………… 

……………………………………………………………………………………………………………………………………………………………

…………………………………………………………………………………………………………………………………………………………… 

……………………………………………………………………………………………………………………………………………………………

…………………………………………………………………………………………………………………………………………………………… 

Person leaving Leiden University: 

Date: 

Signature: 

 

Person newly responsible for research data of leaving employee: 

Date: 

Signature: 

 

Datamanager: 

Date: 

Signature: 
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Version history : 

Version 1.1 : replaced link for research data management regulations; added link with password 

information under useful links table; added page numbers; added version history. 


