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Article 1
1.1. International cooperation on cyber security is to be enhanced, to facilitate the exchange of information about cyber security between countries in order to establish a transparent and cooperative environment. 
1.2. Enhance international cooperation on the application of international law and the prevention of conflicts, with respect to the Geneva Convention, through the establishment of voluntary standards and confidence-building measures.
1.2.1. Fighting cybercrime: international information sharing and international law enforcement cooperation (together with State and Non-State actors).

Article 2
State parties strive to implement their Human Rights obligations under the ICCPR in the realm of cyber space. 

Article 3
Establishing cooperation to create and maintain a secure internet.

Article 4
5.1. Defines a cyber attack on the critical infrastructure of a state, no matter if it its privately or state-owned, as an attack on the state. 
5.2. For the purpose of this agreement critical infrastructure includes: energy, water, food, information and communications technology, transportation, health, military and finance. 

Article 5
State and non-state actors (private sector and academia), for the discussion on a new forum for information-sharing and resilience-building for critical infrastructure, and the creation of a new organization through which to achieve this, in the spirit of the Geneva Convention and the Helsinki accords, under the framework of existing international law (working under the auspices of the UN).

Article 6
Continue using the UNGGE as a platform for further debate

Article 7
Increase international Cooperation on the following topics: 
8.1: Defining crimes as mentioned in Chapter II, Article 3-10 of the Budapest Convention. 
8.1.1: Include a distinction between advanced cybercrimes and cyber-enabled crimes.
8.2: Multilateral approaches in the defense of these crimes.
8.3: informal national campaigns raising awareness about cybercrime. 
8.3.1: Include the recognition of the sovereignty of states. 

Article 8
9.1: Expand Interpol’s mandate on cyber crime so as to include zero-day sharing. 
9.2: Interpol will assess its capabilities itself and decide on the need of the budget.
9.2.1: The intent of contributing more equally refers to monetary as well as other means. 
9.3: Suggest Interpol Member States to permanently relocate selected national cyber security experts to the Interpol Headquarters.  


Article 9
Use the norms declared in the Budapest Convention under chapter 2 articles three to ten. With consideration of the sovereignty as described under the first article of the Helsinki accord. Starting the process of debating a political accord under the auspices of the UN GGE, to be discussed on the 21st of November 2018 at the UN HQ Geneva.


Article 10

Recommend international cooperation of academic research on cybercrime and terrorism between universities. 


Article 11
Recommend a minimum length/dynamic password solution.


Signatories: 

United States of America 
Defne Sara Kocaman
Janna van Wermeskerken
Baran Koser
Gregor Baer
Bas Jacobs
Naftali Taytelbaum


China
Dayana Baleva
Melis Kirtilli
Vittoria Malgioglio
Ari Mendelson
Cécile Pick
Verena Zull


Russia
Liset Visscher
Wijnie Prosman
Lisa Heite
Diana Cojocaru


Iran
Maurice Kirschbaum
Michelle Storm
Jan Mostert

United Kingdom	
Feyza Lara Fasbender
Nils Brandsma
Bo Salomons

France
Constance Armand
Büşra Dursun
Sergio Mujica
Sophie van de Meulengraaf


The Netherlands
Shu Han Lin
Thom Canters
José Mas


Germany
Nora Szabo-Jilek
Alexander Groenewegen
Claudia Riva



Sweden
Hanne Busra Okumus
Pablo Ilgemann
Sergio Mujica
Sophie van de Meulengraaf

image1.jpeg
The Hague

Peace Conference
Simulation




